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R/NGKASAN: Penggunaan kad pintardi dalam dunia kini semakin berkembang 
pesat Komponen yang paling penting bagi kad pintar adalah pemproses mikro. 
Pemproses mikro kad pintarbettanggungjawab dalam menguruskan data sepetti 
memuat turun atau menyimpan maklumat di dalam ingatan bagi kad pintar. 
Dengan tambahan satu encryptor/decryptor, pemproses mikro kad pintar dapat 
memberikan kemudahan sekuriti yang mana ia merupakan satu keperluan utama 
dalam teknologi kad pintar. Pembangunan dan sintesis pemproses mikro kad 
pintar 8-bit ialah dengan menggunakan reka bentuk Harvard dan arahan set 
komputer berkurang (RISC). 

ABSTRACT : There has been rapid growth of demand in usage of smart card 
in the world recently. The most important component of smart card is its 
microprocessor. Smart card microprocessor is responsible in managing the data 
such as loading or storing information inside the memory of the smart card. With 
the addition of a encryptor/decryptor, smart card microprocessor can also provide 
a security feature which is of most concern in the technology relating to the 
smart card. The synthesis and development of an 8-bit smart card microprocessor 
uses the Harvard architecture and reduced instruction set computer (RISC) 
instruction set. 

KEYWORDS : Smart card, RISC, VHDL, Harvard architecture. 
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INTRODUCTION 

Smart card, also called IC card, chip card or memory card is a card composed of a plastic 

body with a chip (or module) embedded in a special cavity. The starting point of the smart card 

era would be the year 1974. In this year a French journalist, Ronald Moreno filed 47 smart 

card-related patent applications in 11 countries. The patent is on "independent electronic object 

with memory". Since then, more attention was paid to the functional aspects of the card, 

including the use of secret keywords, such as PIN (Personal Identification Number), for access 

control of the card's stored data. In the same year, Moreno founded a French company with 

the purpose of developing the new technology and extending its patent worldwide. Nowadays, 

most chip card manufacturers are licenses of Innovation. 

The smart card concept is based on the idea of embedding an integrated circuit chip within the 

ubiquitous plastic card that has become a part of our everyday life. The expression of smart 

card was actually coined to describe a plastic card containing a microchip with processing 

capability. A more correct expression to cover all such cards is an integrated circuit card (ICC) 

as defined in the current International Organization for Standardization (ISO) standards. 

Figure 1. Smart card 

This paper proposed the method to synthesise and verify an 8-bit Reduced Instruction Set 

Computer (RISC) architecture microprocessor for smart card. The smart card microprocessor, 

Harvard architecture is used because it has separate instruction and data memory buses, 

which allows the simultaneous access of both instruction and data memory. This enables the 

single cycle instruction set execution to be easily performed, which is essential for a RISC 

architecture microprocessor. Very High Speed Integrated Circuit Hardware Description 

Language (VHDL) is used to complete this project. VHDL is used because it allows a digital 

system to be designed and debugged at a higher level before conversion to the gate and flip

flop level. The same VHDL code can be simulated and used in many design tools and at 

different stages of the design process. 
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General smart card module 

Smart card with microprocessor are more likely the computers on our desktops. They have 
RAM, ROM and EEPROM with an 8 or 16-bit microprocessor. In ROM there is an operating 
system to manage the file system in EEPROM and run desired functions in RAM. 

I 8 or 16 bit I I Crypto I 
Reader <=== I microprocessor 1------------------- I Module I 

-------------------------- I ---------------

CRYPTOGRAPHIC 
SMART CARD 

1---> RAM 

I 
1---> ROM 

I 
I 
+---> EEPROM 

Figure 2. A general smart card module 

The operating system is responsible for the security of the data in memory because OS controls 
the access conditions. With the addition of a crypto module our smart card can now handle 
complex mathematical computations regarding PKI (Public Key Infrastructure). Since the 
internal clock rate of microprocessor is 3 to 5 MHz, there is a need to add a component, 
accelerator for the cryptographic functions. Therefore, crypto-cards are more expensive than 
non-crypto smart cards, as are microprocessor cards compared to memory cards. 

Smart card operating system 

A smart card needs operating system to manage the file system in EEPROM and run desired 
functions in RAM. The operating system is stored in the ROM. One of the most common 
operating system for smart card is Multi-application Operating System (MULTOS). MULTOS 
was specially designed for high-security needs. New trend in smart card operating systems is 
JavaCard Operating System. JavaCard OS was developed by Sun Microsystems and then 
promoted to JavaCard Forum. JavaCard OS is popular because it gives independence to the 
programmers over architecture and Java OS based applications could be used on any vendor 
of smart card that support JavaCard OS. Most of the smart cards today use their own OS for 
underlying communication and function. But to give true support for the applications, smart 
cards operating systems go beyond the simple functions supplied by ISO 7816 standards. 
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Smart card microprocessor 

Microcircuits of current smart cards are almost complete computer systems without keyboard 

and display. The core of the card microcircuit is the microprocessor, usually called CPU. This 

CPU is able to execute an Instruction Set that ultimately defines the capabilities of the card. 

Examples of smart card CPUs architectures available now in the market are H8/310 (Hitachi) , 

627xx (Oki), ST8 (Thompson), 8051 (Intel) and 6805 (Motorola). All of them employ 8-bit 

instructions and have a 16-bit data bus. Apart from that, Gemplus has introduced a RISC 

microprocessor for smart cards , which will be the trend for the future smart card design and 

development (Zoreda & Oton, 1994). 

Characteristic of RISC architecture 

The concept of RISC architecture involves an attempt to reduce execution time by simplifying 

the instruction set of computer. Examples of RISC microprocessors include the MIPS, PowerPC, 

SPARC and the Alpha. 

RISC architecture usually refers to a list of features : 

• Operations are simple enough to execute in a single cycle, using an execution pipeline. 

• Operations are performed on registers only, the only memory operations are load and 

store. 

• No microcode is needed, because of the simpler design. Microcode is a way of simplifying 

CPU design by allowing simpler hardware which executes simple microinstructions to 

interpret more complex machine instructions. 

• A large number of registers are available. 

Register windows are used to speed subroutine calls. 

RISC and "load-store" were often synonymous. The small set of instructions of a typical RISC 

microprocessor consists mostly register-to-register operations, with only simple load and store 

operations for memory access. Thus each operand is brought into a microprocessor register 

with a load instruction. All computations are done among the data stored in microprocessor 

registers. Results are transferred to memory by means of the store instructions. 

Two fundamental aspects of the RISC architecture are its register set and the use of pipelining. 

Multiple overlapping register windows were implemented by the Berkeley RISC to reduce the 

overhead incurred by transferring parameters between subroutines. Pipelining is a mechanism 

that permits the overlapping of instruction execution (i.e., internal operations are carried out in 

parallel) . 
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Benefits of RISC architecture 

Some of the important benefits that results from the RISC architecture design techniques are 
not attributable to the architectural characteristics adopted to enhance performance but are a 
result of the overall reduction in complexity : the simpler design allows both chip-area resources 
and human resources to be applied to features that enhance performance (Kane, 1989). 
Some of the benefits are : 

1) Shorter design cycle 
The simplified architecture of RISC microprocessors can be implemented more quickly as 
it is much easier to implement and debug a streamlined, simplified architecture with no 
microcode than a complex, microcoded architecture. 

2) Smaller chip size 
The simplicity of RISC microprocessors also frees scarce chip-area resources for 
performance-critical structures like larger register-files, translation-lookaside-buffers (TLB's), 
coprocessors and fast multiply-divide units. These additional resources help these 
microprocessors obtain an even greater performance edge. 

3) Programmer benefits 

Simplicity in architecture helps the programmers in the following ways : 
• The uniform instruction set is easier to use 
• There is a closer correlation between instruction count and cycle count making it much 

easier to measure the true impact of code optimisation activities. 
• Programmers can have a higher confidence in hardware correctness. 

4) Most aggressive semiconductor technologies 

RISC architecture allows microprocessor to be implemented in far fewer transistors than 
CISC architectures. This allows VLSI implementation technologies to be developed. 

METHODOLOGY 

The basic requirements for smart card microprocessor are stability and small size of the 
microprocessor. Some example of smart card CPUs architecture available in market are H8/ 
31 O (Hitachi), 627xx (Oki), ST8 (Thomson), 8051 (Intel) and 6805 (Motorola). These 
microprocessors are all proven and assured of its stability and reliability. The 8-bit RISCS 
smart card microprocessor is synthesised using the Harvard architecture with three stages 
pipelining; instruction fetch, instruction decode and instruction execution. This section describes 
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some important parts in synthesising the smart card microprocessor. The parts are Harvard 

architecture, RISC architecture, RISC pipelining, microprocessor specifications, instruction 

set design and microprocessor controller design. The simulation software package Altera 

Max+Plus II was used to develop the smart card. All VHDL codes, which described the 

instructions were simulated and verified by Altera Max+Plus. 

Harvard architecture 

Microprocessor design based on Harvard architecture has separate instruction and data 

memory busses. The instruction memory address bus selects an instruction to execute; while 

the data memory address bus is used to load and store data into data memory. Harvard 

architecture allows the simultaneous access of both instruction and data memory. The single 

cycle instruction execution (for RISC) is also easily performed in the Harvard architecture 

because the instruction and data memory can be accessed at the same time. 

,r ' ' ' 
... Instruction 

Memory 

' 
Processor 

,r ' 
... • Data 

Memory 

' ,) ' ,) 

Figure 3. Harvard Architecture 

RISC architecture 

The smart card microprocessor is designated to be an 8-bit microprocessor using RISC 

architecture. The concept of RISC architecture involves an attempt to reduce execution time 

by simplifying the instruction set of computer. That means the instruction set must be executed 

completely in only one clock cycle time. 

RISC pipelining 

RISC pipelining is a technique used by RISC microprocessors to break the execution of an 

individual instruction into stages and overlap the stages so that several instructions can be 
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processed in parallel. RISC pipelining increases the CPU instruction throughput i.e. the number 
of instructions complete per unit time. But it does not reduce the execution time of an individual 
instruction. The increase in instruction throughput means that a programme runs faster and 
has lower execution time. 

Instruction 2 3 4 5 6 7 Clock cycle 

IF ID IE 

2 IF ID IE 

3 IF ID IE 

Figure 4. RISC pipelining 

A 3-stage RISC pipelining is designed for the smart card microprocessor. The three stages 
are Instruction Fetch (IF}, Instruction Decode (ID) and Instruction Execution (IE). Although 
there are three stages from three different instructions being executed, the throughput of the 
microprocessor can be seen as completing an instruction in just one clock cycle. Thus, the 
requirement of RISC is fulfilled. 

Microprocessor architecture design 

The objective of this research is to develop an 8-bit RISC microprocessor smart card. The 
design can be done using modular approach. The design steps can be partitioned as 
follows: 

i) Microprocessor specification 
ii) Instruction set design 
iii) Microprocessor controller design 

Microprocessor specifications 

This smart card microprocessor supports 24 instructions and the Instruction Formats are : R
format, J-format and I-format. The instruction set is defined to be a 16-bit long word while the 
data size is 8-bit. Instruction address in instruction memory and data address in data memory 
both has 8-bit size. This smart card microprocessor has 7 general purpose registers . The 
specifications of an 8-bit RISC microprocessor is shown in Table 1. 
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Table 1. 8-bit RISC microprocessor specification 

Microprocessor architecture Harvard 

Instruction set architecture RISC 

Pipeline 3-stage (Fetch, Decode and Execution) 

Supported instruction 24 

Instruction formats 3 (A-format, I-format and J-format) 

Instruction size 16-bit 

Instruction address size ( Instruction memory) 8-bit 

Data address size (Data memory) 8-bit 

Data size 8-bit 

General purpose register 7 

The synthesis and construct of the smart card microprocessor begins with defining the 

microprocessor specifications. This smart card microprocessor uses Harvard architecture, 

with RISC instruction set architecture. Three stages RISC pipelining was separated into 

instruction fetch, instruction decode and instruction execution. The 3-stage pipeline was chosen 

to avoid data hazard imposed by deepening the pipeline and to reduce the complexity of the 

microprocessor design. Separate instruction and data memory allows greater parallelism for 

instruction execution. Each instruction and data memory has 256 addressable locations 

respectively. In order to support the register operands of the instructions, the register file 

(Regfile) has 2 data-byte read and 1 data-byte written at each instruction execution. There is 

a total of seven general purpose registers (GPR) in the register file . 

INSTRUCTION MEMORYi 

MICROPROCESSOR CORE 

I 

FETCH 

I 
~1 DECODE 

I 
.... EXECUTION 

t I 

t 
DATA MEMORY 

Figure 5. Microprocessor block diagram 
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Besides that, the microprocessor also has four Status Registers i.e. zero (Z), overflow (V), 
negative (N) and carry (C). These status registers are used to indicate the zero, data overflow, 
negative and carry bit of the operations of arithmetic logic unit (ALU). 

Table 2. Function of status registers 

Function 

z Zero flag set (ALU resulted in zero) 

c Carry flag set (ALU resulted in a carry out from the MSB 

N Negative flag set (ALU resulted in a MSB = '1 ') 

v Overflow flag set (ALU resulted in a signed arithmetic overflow) 

Instruction set design 

The instruction set used in this smart card microprocessor is a 16-bit word divided into an 
opco~e. Opcode specifies the instruction type, and one or more operands, which further specify 
the operation of the instruction. The instruction set used are categorised as register format (R
format), immediate format (I-format) and jump format(J-format). All opcodes are fixed at 5 bit 
long. The three instruction formats are illustrated below : 

A-format 
5-bit 3-bit 3-bit 3-bit 2-bit 

I Opcode I rs I rt I rd I XX 

Opcode : ADD, SUB, AND, OR, XOR, SLL, SRL, SLT, X=don't' care 

I-format 
5-bit 3-bit 3-bit 5-bit 

J Opcode I rs I rt I immediate 

Opcode : ADDI, SUSI, ANDI, ORI, XORI, SLLI, SRLI, SLTI, LO, ST, BEQ, BNE 

J-format 
5-bit 3-bit 8-bit 

J Opcode . I rs I offset 

Opcode : J, JR, JAL, JALR 
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The smart card microprocessor has been defined to have instruction sets that can be 

categorised into 7 groups : 

1) Arithmetic operations 
ADD, ADDI and SUB, SUBI instructions are used for addition and subtraction operations 

respectively. These instructions compute a result that is the function of two source operands 

and then place the result in a register. Example of the instruction is shown below : 

rd = rs1 ADD rs2 

where rd : destination register 

rs1 : source register 1 

rs2 : source register 2 

2) Logical operations 
AND, ANDI, OR, ORI, XOR and XORI instructions are used for AND, OR and XOR logic 

operations. Again, the result of these instructions is the function of two source operands 

and is placed in a register. Example of instruction is : 

rd= rs1 AND rs2 

3) Shift operations 

SLL and SLLI instructions are used for shift left logical operation while SRL and SRLI 

instructions are used for shift right logical operation. The shifting distance is specified by 

the contents of the register rs2 for register operation and immediate value for immediate 

operation. The shifting distance should not be greater than the value 8, otherwise the 

operation will be incorrect. . Example of instruction is : 

rd = rs1 » rs2; Shift Right 

rd = rs1 « rs2; Shift Left 

4) Compare operations 
Compare instructions, set less than (SLT), which compare the contents of two registers. If 

the condition is true, the instruction places a "1" in the destination register; else it places 

the "O". There is also an immediate form of the compare instruction, which is SLTI. 

5) Memory operations 
Load (LB) and Store (SB) instructions are used for loading data from and storing data into 

memory respectively. LB instruction loads one data from data memory to register file while 

SB stores the data from register file to data memory. 

6) Branch operations 
BEQ (Branch if Equal) and BNE (Branch if Not Equal) instructions are conditional Branch 

instructions. These instructions test the contents of both register rs1 and rs2. BEQ will be 

executed if the contents of both register rs1 and rs2 are equal, else BNE is executed. 
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7) Jump operations 
All the jump instructions are unconditional branch operations. Each jump instruction is 
differentiated by destination address and the linkage. Two jump instructions (J and JAL) 
use an 8-bit signed offset added to the programme counter to determine the destination 
address. For jump instructions (JREG and JALR), it specifies a register that contains the 
destination address. Table 3 shows the summary of the instruction sets including the opcode, 
mnemonic, operation and usage. 

Table 3. Instruction set summary 

Opcode Mnemonic Operation Usage 

00000 ADD Add ADD rs, rt, rd 

00001 SUB Subtract SUB rs, rt, rd 

00010 AND AND AND rs, rt, rd 

00011 OR OR OR rs, rt, rd 

00100 XOR XOR XOR rs, rt, rd 

00101 SLL Shift left logical SLL rs, rt, rd 

00110 SRL Shift right logical SRL rs, rt, rd 

00111 SLT Set less than SLT rs, rt, rd 

10000 ADDI ADDimm ADDI rs, rt, I 

10001 SUBI SUBimm SUBI rs, rt, I 

10010 ANDI ANDimm ANDI rs, rt, I 

10011 ORI ORimm ORI rs, rt, I 

10100 XORI XOR IMM XORI rs, rt, I 

10101 SLLI SLLIMM SLLI rs, rt, I 

10110 SRLI SRLIMM SRLI rs, rt, I 

10111 SLTI SLTIMM SLTI rs, rt, I 

01000 LB Load byte LB rs, rt, I 

11000 SB Store byte SB rs, rt, I 

01001 BEQ Branch if= 0 BEQ rs, rt, I 

11001 BNE Branch if* 0 BNE rs, rt, I 

11100 J Jump J address 

11101 JAL Jump and link JAL address 

11110 JR Jump register JR rs 

11111 JALR Jump and link register JALR rs 
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RESULTS 

The design of an 8-bit RISC microprocessor tor smart card was successfully synthesised and 

fitted into Altera FPGA (EPF1 OK20RC240-4) device theoretically. The verification of this design 

is fully based on the timing simulation obtained from Altera Max+Plus II software. 

Instruction fetch unit 

Name: Value: 200.0ns 

If PC[7 .. 0] H 04 

~ lnstr_out!15 .. 0] 

Figure 6. Instruction fetch operation (ADD) 

Figure 6 shows the simulation of fetch unit instruction. In fetch stage, sequential instruction 

address is generated and the instruction is fetched from the instruction memory to the decode 

unit. Program counter (PC) is generated when clock signal is generated. instruction fetch unit 

will then fetch the instruction set which is pointed by the programme counter. In this case, the 

opcode of 0144 which is the ADD instruction is fetched and then transferred to the lnstr_out 

pin. 

Instruction decode unit 

Figure 7 shows the simulation of decode unit instruction. In decode stage, instruction is 

interpreted and the required operands are fetched from the register file tor use in instruction 

execution. RAout and RBout are the general purpose registers. They fetch data from data 

memory and their values are 01 and 02 accordingly, all in hexadecimal (Hex) code. Instruction 

decode unit interpreted the instruction set transferred from fetch unit and then set the ALU 

control signal, aluctrl to 0, which will make the ALU perform ADD operation. 

Name: Value: 200 Ons 

.DP lnstr_out[1 5 .. 0] H0004 

. RAout[l..OJ H04 

RBout[7..0] H04 

aluctr1[2 OJ H4 

Figure 7. Instruction decode operation (ADD) 
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Instruction execution unit 

Name: Value: 200.0ns 

irr RA[7 .. 0] HOS 

irr RB[7 .. 0] HOS 

U data[l. .O] HOS 

Figure 8. Instruction execution operation (ADD) 

Figure 8 shows the simulation of execution unit instruction. In execution stage, computation of 
microprocessor is performed. Data processing operations are performed in ALU. The result is 
then written back to the register file. From Figure 11 , the output value of the ADD operation is 
the data. 03 at data 7 .. 0 is the summation of data of RB[7 ... 0) and RA[7 ... 0)e. So, the result is 
verified. 

DISCUSSION 

Microprocessor controller design 

The microprocessor controller determines which control signals need to execute a particular 
instruction during the execution cycle. The instruction control logics are based on the operation 
code (Opcode }, which is represented by the bit 15 to 11 of the instruction word executed. The 
microprocessor controller is shown in Figure 9. Refer to Appendix D for truth table. 

CONTROL_UNIT 

OPCODE ["1 -. 0J 

REGDST 

REGWR 

HEUWR 

HEHRD 

I.IBSE l. 

.JAl.REG 

JUt·tP 

JREG 

BEQ 

BN E 

E XT OP 

Al.USRC 

Al.UCTRl.[,L . 0] 

Figure 9. Microprocessor controller 
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The functions of all these controller signals are described clearly in Table 4. 

Table 4. Functions of control signals 

Opcode Mnemonic Operation Usage 

00000 ADD Add ADD rs, rt, rd 

00001 SUB Subtract SUB rs, rt, rd 

00010 AND AND AND rs, rt, rd 

00011 OR OR OR rs, rt, rd 

00100 XOR XOR XOR rs, rt, rd 

00101 SLL Shift left logical SLL rs, rt, rd 

00110 SAL Shift right logical SAL rs, rt, rd 

00111 SLT Set less than SLT rs, rt, rd 

10000 ADDI ADDimm ADDI rs, rt, I 

10001 SUBI SUBimm SUBI rs, rt, I 

10010 ANDI ANDimm ANDI rs, rt, I 

10011 ORI ORimm OEI rs, rt, I 

10100 XORI XOR IMM XORI rs, rt, I 

10101 SLLI SLLIMM SLLI rs, rt, I 

10110 SALi SRLIMM SALi rs, rt, I 

10111 SLTI SLTIMM SL Tl rs, rt, I 

01000 LB Load byte LB rs, rt, I 

11000 SB Store byte SB rs, rt, I 

01001 BEQ Branch if= 0 BEQ rs, rt, I 

11001 BNE Branch if* 0 BNE rs, rt, I 

11100 J Jump J address 

11101 JAL Jump and link JAL address 

11110 JR Jump register JR rs 

11111 JALR Jump and link register JALR rs 
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From the truth table (Appendix D), the boolean operation for the control signal can be derived. 
Thus, the microprocessor controller unit is a combinational logic circuit. The Boolean equation 
derived for each control signal is shown below : 

REG DST 

REGWR 

MEMWR 

MEMRD 

WBSEL 

JALREG 

JUMP 

JREG 

= /Opcode4 . /Opcode3 

(/Opcode4 . I Opcode3) + (Opcode4 . I Opcode3) + 
(/Opcode4. Opcode3 . I Opcode2. I Opcode1 . I OpcodeO) 
Opcode4. Opcode3. I Opcode2. I Opcode1 . I OpcodeO 

= I Opcode4 . Opcode3 . I Opcode2 . I Opcode1 . I OpcodeO 
= I Opcode4 . Opcode3 . I Opcode2 . I Opcode1 . I OpcodeO 

Opcode4 . Opcode3 . Opcode2 . OpcodeO 
= Opcode4. Opcode3. Opcode2. I Opcode1 
= Opcode4 . Opcode3 . Opcode2 . Opcode 1 

BEQ = I Opcode4. Opcode3. I Opcode2. I Opcode1 . OpcodeO 
BNE Opcode4 . Opcode3 . I Opcode2 . I Opcode1 . OpcodeO 
EXTOP (Opcode4 . I Opcode3 . I Opcode2 . I Opcode1) + 

(/Opcode1 . OpcodeO) + (Opcode2. OpcodeO) + 
(Opcode2 . Opcode1) + (Opcode3 . I Opcode2 . I Opcode1) 

ALUSRC (Opcode4. I Opcode3) + (Opcode3 . I Opcode2 . I Opcode1 . I OpcodeO) · 
ALUCTRL[2 .. 0] = Opcode[2 .. 0] 

Microprocessor synthesis 

The smart card microprocessor is synthesised by programming three modules i.e. fetch unit, 
decode unit and execution unit. 

Fetch unit 

The main function of the fetch unit is to generate sequential instruction address and fetch the 
instruction from the instruction memory to the decode unit. 

The complete circuit of instruction fetch unit is shown in Figure 10. The fetch unit consists of 
programme counter, instruction register, increment unit and instruction memory. 

i) Programme counter (PC) 
PC is implemented using 8-bit event register. So, this smart card microprocessor supports 
up to 256 instructions. The PC holds the address of the next instruction to be read from 
instruction memory after the current instruction is executed. 
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ii) Instruction register (IR) 
IR stores the 16-bit instruction read from the instruction memory temporarily, before it is 
decoded in the decode unit. 

iii) Increment unit (INC) 
It is used to increment the PC by one in each instruction cycle. 

iv) Instruction memory 
Instruction memory stores all of the programme instructions in Harvard architecture. By 
using the Altera Max+Plusll, instruction memory is implemented using library of 
parameterised modules (LPM) read only memory (ROM), which uses parameters to achieve 
scalability and adaptability. 

Decode unit 
Decode unit interprets instructions and fetch the required operands from the register file for 
execution of instructions. The complete circuit of this unit is shown in Appendix A. 

i) Instruction decoder 
Decodes the 16-bit instruction in the IR into different categories information based on the 
instruction set formats. 

ii) Branch unit 
This unit is added to the instruction decode unit in order to prevent the next instruction 
from stall due to the delayed Branch phenomenon. 

Execution unit 

This unit is the computational core of the microprocessor. Data processing operations are 
performed in arithmetic logic (ALU). The result is then written back to the register file. Refer to 
Appendix B for complete circuit. 

i) Arithmetic logic unit (ALU) 
ALU has 2 data inputs i.e. Data A and Data B., 1 data output (aluout), 3-bit control input 
(aluctr) and condition outputs (Z,C,N, V). In the design, ALU performs one of the 8 operations 
according to the ALU control bits (aluctr). The operations are: addition, subtraction, AND, 
OR, XOR, shift left logical, shift right logical and set if less than . . 

ii) Data memory 
Only load (LB) and store (SB) operations are allowed to access the data memory. The load 
operation fetch the data from data m~mory while store operation writes data into data 
memory. 
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CONCLUSION 

The synthesis and implementation of an 8-bit RISC microprocessor for smart card was 

successfully synthesised and tested using Altera Max+Plus II software. The microprocessor 

is programmed using FPGA technology. The computer architecture used in this project is 

Harvard architecture. This architecture is appropriate as it allows data memory and instruction 

memory to be retrieved simultaneously. Apart from that, the selection of this architecture also 

enables the microprocessor pipelining to be done. By adding pipelining, the microprocessor 

will be able to complete one instruction set in a single clock cycle time. This is essential for 

RISC architecture microprocessor. 

Another more important issue in the smart card technology is security. In order to protect the 

data or information stored inside the smart card, an encryption module is needed. So, the 

suggestion for the future improvement of this project is to integrate an encryption module into 

the smart card microprocessor by introducing a enryptor/decryptor subunit in the instruction 

execution unit of a 3-stage pipelined microprocessor. 
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APPENDIX B. INSTRUCTION EXECUTION UNIT 
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APPENDIX C. 3-STAGE SMART CARD RISC MICROPROCESSOR 
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00 

Opcode 
[4 .. 0] 

00000 

00001 

00010 

00011 

00100 

00101 

00110 

00111 

10000 

10001 

10010 

10011 

10100 

10101 

10110 

10111 

01000 

11000 

01001 

11001 

11100 

11101 

11110 

11111 

Instruction 
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0 0 0 

0 0 0 
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1 0 0 

APPENDIX D. MICROPROCESSOR TRUTH TABLE 
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